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NOTE FOR: Executive Director i

[,
J i, / —
FROM: Richard J. Kerr o é \\éé
Deputy Director for Administration

SUBJECT : Personal Computer Security
Jim:

Attached is a thoughtful response from
concerning security of personal
computers. This responds to your note of
31 March 1986 and I believe answers all of your
questions. You mentioned that after we were
-able to "wring all of this out" that you would
like a briefing on what we plan to do. If you
still would like a briefing by Jim and his
staff, please let me know what time would be
convenient and I will schedule it.
lol Tierd 4L Kerr

Richard J. Kerr
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11 APR 1986

MEMORANDUM FOR: Deputy Director for Administration

FROM:

Director of Security

SUBJECT: Security of Personal Computers

1. This response is to the Executive Director's note to
you on 31 March regarding the Agency's approach to personal
computer (PC) security. 1Ian order to adequately answer Jim's
questions and concerns, I believe it is first of all necessary
to describe what this office considers the security threat and
what we are doing to address the proliferation of PC's within
CIA. Jim's questions were the result of his review of our

paper describing a phased approach to PC security, which I have
attached.

2. With the introduction of PC's on each desk top, we are
providing our employees with an extremely powerful tool to
process, manipulate, and store vast amounts of data. Users
will have the computer power, on their desks, that ounce only
existed in centralized mainframe computers. I consider the
control of this vital resource to be very important from a
security viewpoint. Also, the local storage of classified data
by users, whether on floppy diskettes or hard disks, will
significantly increase. The question I continue to ask myself
is - how can we control the use of these powerful desk top

computers (that process and store classified material) and
their related magnetic storage media?
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9. In summary, I believe we should press on with our test-
bed. Our goal is to purchase the "ultimate' board, hopefully
and optimistically within this calendar year, and provide the
needed security coatrol for the proliferation of PC's. I will

be happy to brief both you and Jim on this matter at your
convenience.

Attachment
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MEMORANDUM FOR: Executive Director

FROM:

Director of Security

SUBJECT: Personal Computer Security

1. The first meeting of the Technical Security Policy
Advisory Board was held on 14 February 1986. The meeting was
chaired by the Director of Security. Members present were the
Director of Information Technology; Deputy Director of
Communications; Chief, Information Management Staff, DO; and
the Deputy Chief, Counterintelligence Staff, DO.

2. One of the agenda items concerned the proliferation of
personal computers (PC) within the Agency. An outline of a
planned approach to implement effective computer security
measures to combat this area of concern was presented. The

Board agreed that the Agency should adopt a phased approach to
this problem; the phases are:

S-E-C-R-E-T 0S 6 6201
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3. This memorandum reaffirms the Agency's position on the
use of PC's, and outlines the security 8PP$°5Ch that the Board
has approved to enhance security of the PC's in our operational
environment. There are no FY 1986 funds being requested for
this effort. Implementation of Phase 1 could, in fact, be
overcome by the progress being made in Phase 2. Results of the
preliminary evaluation of the ACM are encouraging, and it is
possible that the implementation of Phase 2 could occur within

25X1 the next several months.

4. The Board believes this is a reasonable, cost effective
approach in addressing our security concerns regarding the
proliferation of PC's. This office will keep you advised on

25X1 the progress of this program.
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